habits your smart remote
workers should have

Remote work has become a way

of life very quickly, hasn't it? Loads
of businesses and theirfpeogle are
reaping the rewards of flexibility and
convenience.

But it also brings cyber security
challenges that demand your attention.
Of course, this should always be a
concern, but when you have employees
working from home, a coffee shop, or
anywhere else for that matter, you need
to make sure they're making wise
decisions that put the security of your
data at the forefront.

These are 5 habits your remote
workers should adopt straight away.

1. Choose your work location wisely
Working from a favorite coffee

shop or a picturesque park may

seem like a dream come true, but

it can expose you to more cyber
security risks. Over-the-shoulder
attacks, where cyber criminals
discreetly snoop on your screen in
public spaces, might seem unlikely, but
they have real potential to lead

to data breaches. Employees should
choose to work in quieter, more
private settings to minimize this risk.

2. Beware of public Wi-Fi

Public Wi-Fi networks are a common
breeding ground for cyber threats.

If your people must work from a

public place, ask them to avoid
connecting to public Wi-Fi. These
networks can be less secure and make
you vulnerable to hacking. Instead, use
your phone's hotspot for a safer internet
connection. And a VPN (Virtual Private

Network) encrypts data.

3. Invest in security software

This serves as a protective shield against
malware and cyber attacks. It's a valuable
addition to both compan?/-provided and
personal devices. Not only does it
safeguard business data, but it can also
shield your personal information, such as
credit card details and sensitive
documents.

4. Keep everything updated

Regularly updating all your devices is not
just about gaining access to new features;
it's also about staying secure. Software
updates contain crucial security fixes that
patch vulnerabilities. Remember, it's not
Jjust laptops and phones that need
updating, but also routers and any loT
(Internet of Things) devices connected to
your network.

5. Manage household risks

Even within the confines of their homes,
computers hold sensitive business
information. If your employees have
housemates, children, or other family
members sharing their space, ask them
to consider implementing parental
controls to prevent accidental data
breaches.

By adopting these smart habits, as
well as taking the right security
measures, you can let your people
enjoy the benefits of remote work -
wl}ile everything stays secure and
safe.

If we can help keep your remote
set-ups secure, get in touch.

Full HD laptop screen extender

Work on a laptop, but love the functionality of multiple

monitors? Here's a handy portable solution that will keep
you productive wherever you choose to work.

This KEFEYA laptop screen extender just plugs and
plays, leaving you free from fiddling with cables or
stressing over setting up complicated software. It means
you can work across a range of apps at the same time,
or even share your screen with customers more easily.

$389.99 from Amazon.

This is how you can get in touch with us
CALL: 306-933-3355 | EMAIL: hello@rivercitytech.ca

WEBSITE: www.rivercitytech.ca

Three cyber security threats

your team MUST know about

Your employees are your first line of
defense in cyber security, and their
training is as crucial as the cutting-edge
tools you've invested in. Are you
overlooking this vital element?

We strongly advise you make an ongoing
commitment to regular cyber security
training for every single one of your team.
That means keeping them up to date on the
latest cyber threats, the warning signs to look
out for, and of course, what to do should a
situation arise.

If you're not already doing that, arrange
something now (we can help).

While you wait, here are three urgent cyber
threats to address right away:

Admin attack: Email addresses like “info@”
or “admin@" are often less protected due to
perceived low risk. But several teams may
require access to these accounts, making
them an easy target. Multi-factor
Authentication (MFA), as simple as using a
smartphone, can double your security. Don't
neglect it.

MFA fatigue attacks: MFA can feel
intrusive, leading employees to approve
requests without scrutiny. Cyber criminals
exploit this complacency with a flood of
fake notifications. Encourage your team to
meticulously verify all MFA requests.

Phishing bait: Phishing remains a to
threat. Cyber criminals mimic truste
sources with deceptive emails. Teach your
team to inspect email addresses closely.
Implementing a sender policy framework
can also enhance your protection.

Cyber security training doesn't have to be
tedious. Try simulated attacks and think of
them like an escape room challenge—fun
yet enlightening. It's about identifying
vulnerabilities, not fault-finding.

Don't exclude your leadership team. They
need to understand the response plan in
case of a breach, much like a fire drill.

Training your staff is not just smart —
it's crucial. If you need help getting
started, get in touch.
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Exciting
things for RCT
this month...

@ Our sister partner,
Lunar Voice, is
teaming up with
Saskatoon Dog
Rescue to assist
in finding loving
homes for dogs!
Let us know if you
would like to
receive a monthly
newsletter (like
this one) to learn
more about Lunar
Voice and see our

monthly puppy

features! ﬁ
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About Rivercity Tech NEW TO

The Rivercity Tech (RCT) team is a mixture of
cybersecurity and technology experts. We take

what we do very seriously, but bring an
approachable and easygoing flair to our
interactions. We always say we are forging a

partnership, immediately becoming an extension
of our client's team. We would love to show you New features

what we are all about! .
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